SLICC * sandboxed sub-agents

Web Asset Container - HTML, CSS and JavaScript carried as PDF attachments, run in a sandboxed frame by the wac-pdf
block.

cone

$ agent ./notes 1s,wc “tidy the notes™ «/notes/
1s, wc

its prompt, not the cone's chat

command + rm ./notes/ald.md

no local folders
write - /workspace/README.md

command - rm ./notes/b.md

§ 1ls ./notes

§ rm ./notes/old.md

write /workspace/README.md

$ rm ./notes/b.md

allow once always

Diagram of the SLICC sandbox: the cone (the main agent) creates a scoop whose writes are limited to its own
folder and whose commands are limited to Is and wc. Is runs directly; rm and a write outside the folder each go
to the cone as an approval request, which allows rm once, denies the write with a reason the scoop reads, and
lets a third request time out after five minutes so nothing runs.
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  sandbox · a scoop asks the cone


  
    
      cone

the main agent
      $ agent ./notes ls,wc "tidy the notes"
      
        approval requests from the scoop
        command · rm ./notes/old.mdallow once
        write · /workspace/README.mddeny + reason
        command · rm ./notes/b.mdno answer
      

    

    creates

    
      scoop

a sub-agent in its own sandbox
      
        		writes

		./notes/ + /shared/, /tmp/, /scoops/<name>/


        		runs

		ls, wc


        		sees

		its prompt, not the cone's chat


        		mounts

		no local folders


      


    

  


  what the scoop tries, and what happens

  
    		
      $ ls ./notes

      on its list

      runs

    


    		
      $ rm ./notes/old.md

      not on its list→asks the cone ↑→allow once

      runs, this one time

    


    		
      write /workspace/README.md

      outside its folder→asks the cone ↑→deny, with a reason

      EACCES: sudo: approval denied — approver's reason: keep edits in ./notes '/workspace/README.md'

    


    		
      $ rm ./notes/b.md

      not on its list→asks the cone ↑→no answer in 5 min

      sudo: approval request timed out — no response from the cone agent … · nothing ran

    


  


  allow once covers a single run; always saves a rule for this scoop so the same action stops asking. An unlisted command never runs on its own; it runs only if the cone approves it.






5 agent ./notes 1s,uc "tidy the notes" +/notes/
1s, wo

its prompt, not the cone's chat
command - rm ./notes/old.nd aliow once

write « /workspace/READHE.nd deny + reason
command - rm ./notes/b.md

no local folders

$ 1s ./notes onits fist

§ rm ./notes/old.nd not on its fist ) - ( asks the cone 1 allow once runs, this one time

Sleide e Toidar) > (#sks e cona® EACCES: sudo: approval denied —

write /workspace/README. nd approver
oy e reasors +/nates */workspace/README, nd"

eason: keep edits in

sudo: approval request timed out — no
$ rm ./notes/b.nd not on its fist asks the cone T response from the cone agent

allow once always




